The ISO/IEC 27000 family of standards helps organizations keep information assets secure.
Using this family of standards will help your organization manage the security of assets such
as financial information, intellectual property, employee details or information entrusted to
you by third parties.

ISO/IEC 27001 is the best-known standard in the family providing requirements for an
information security management system (ISMS).
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Course Aims

This two-day course takes an in-depth look at Information Security Management, the
applicable legislation and how to implement and audit effective Information Security
Management Systems. You will cover the stages of implementing an ISMS and review the
requirements of 1ISO 27001:2013 standard. In addition, there will be syndicate work on
developing an implementation plan, information security policy and an ISMS audit plan.

Course Objectives

e Understand the relationship between 1SO27001, 1SO 27000, ISO 27002, ISO 27003,
ISO 17021 and 1SO 19011

e Understand the purpose of information security management systems, PDCA and the
7 management principles

e Understand the principles and methods of performing process based audits against
ISO 27001

e Understand the roles and responsibilities of an auditor and a lead auditor
Have used ISO 19011 to prepare, perform and lead an audit

e Have evaluated and reported audit findings and addressed effective follow-up
activities



